Cisco Clientless VPN Installation and Troubleshooting Tips

Barbara Ann Karmanos Cancer Institute
Instructions for updating the Cisco Systems VPN Client connection

DISCLAIMER: IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY
BEFORE OPENING THE PACKAGE AND/OR USING THE CONTENTS THEREOF AND/OR BEFORE
DOWNLOADING OR INSTALLING THE SOFTWARE PROGRAM. THIS PRODUCT IS PROVIDED
"AS IS" WITHOUT WARRANTY OF ANY KIND. To the extent you use or implement this software in
your own setting, you do so at your own risk. In no event will The Karmanos Cancer Institute be liable to
you for any damages arising from your use or, your inability to use this software, including any lost
profits, lost savings, or other incidental or consequential damages.

Karmanos Cancer Institute Helpdesk cannot provide support on home computers.
Installation and setup of VPN and remote desktop does not imply support. The Helpdesk
support of VPN/Remote Desktop is strictly limited to confirming that the VPN systems are up
and running. Questions regarding VPN are supported during business hours only M - F 7am
— 6pm.

The Helpdesk does not offer installation assistance on home computers; installation support
is limited to the contents of this document.

The Cisco VPN Client software enables users to securely access the Karmanos network protected by the
Cisco Firewall.
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Cisco Clientless VPN Installation and Troubleshooting Tips

REQUIREMENTS

e High Speed internet (DSL, or cable)

o At Home - Windows XP SP1 or above, Vista, Windows 7, or Windows 8

o At Work - Windows XP, or Windows 7 (is required no other operating systems are supported)
e Supported Browsers — Internet Explorer

e Required Additional Software - Java

e Active and up to date anti-virus software on your home computer

INSTALLATION PROCEDURE

1. Open Internet Explorer.
NOTE: Windows 8 users open Internet Explorer from the desktop not the Start button.
2. Enter the following into the browser address bar: https://vpn.karmanos.org.

Press Enter. The following window appears:

File Edt View Favortes Tools Help

BARBARA AMNM

KAR[\MNOS VPN Portal — Unauthorized Use is Prohibited

CANCER INETITUTE

Please enter your usemame and password

USERNAME: |
PASSWORD: |

4. Enter your Karmanos username and password into the appropriate fields.
NOTE: This is the same Username and Password used to login to Karmanos webmail.

Please ender your usemame and passwond

USERNAME: |mcgradl)
PASSWORD ssssaass

(Logn]
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5. Press Enter or click the Login button.

NOTE: If this is the first time logging in, the following screen appears:

"‘} WebLaunch

Using Activel for Installation

Please ook at the top of your browser for the

Platform
" Detection

- ActiveX

To proceed with set up, select "Install AciveX Control”.
If you are prompted to Relry or Cancel, select Cancal.
Continuing in 2T seconds [skp]

(Help] [ Download |

Clignit’ from "Cisea Systams, Inc.'.
¥hat's the risk?

This website wants to install the followang add-on: 'AnyConnect Secure Mobility

Install

6. Click Install to start the installation of the Karmanos VPN connection application
NOTE: Depending on browser settings, more recent versions of Internet Explorer 8 and higher
will display the Install button in one of two locations. See examples above in red boxes.

NOTE: In early versions of Internet Explorer 6 or 7 the box with the gold bar could be displayed

as a gold bar, directly below the Menu bar.

7. The website performs system checks on the computer after the installation of the VPN software

has completed. During the system check the following window appears:

Do you want to install this software?

@ MName: AnyConnect Secure Mobility Client
Publisher: Cisco Systems, Inc.
More options Install ] ﬁ """ E_Jon't Install ;

3 While files from the Internet can be useful, this file type can potentially harm
your computer. Only install software from publishers you trust, What's the risk?
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8. Click Install. Once the installation is completed the following screens appears:

= A XD

é b all & hitps://vpn karmanos.org/CACHE O ~ @ B @ X (& Installation x

File Edit View Favorites Tools Help

'Ellls'élc;* AnyConnect Secure Mobility Client

Using ActiveX for Installation

$ webLaunch
Launching Cisco AnyConnect Secure Mobility Client.

Platform
- Detection Ifthe software does not start properly, Click here to end

the session cleanly.

| - ActiveX

_ Download |

AnyConnect Secure Mobility Client Downloader

——
\\__5

Flease wait while the VPN connection is established... -

9. After the installation and connection is complete a new icon (white circle) appears in the system
tray.
NOTE: When connected to VPN the AnyConnect icon has a gold lock attached.

1:32 PM
17172014

B v [ il S )

NOTE: When not connected to VPN the AnyConnect icon appears like this in the system tray
Q)
-

4

10. After a successful connection thru VPN the Karmanos Intrasource page pens in your browser.
You may now use Windows Remote Desktop Connection to connect to your desktop in the
office.
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Reconnecting to VPN after initial installation is complete:

For users working with Internet 8, complete the following steps to launch the VPN software.

1. Open Internet Explorer and enter https://vpn.karmanos.org into the address bar.
2. Enter the Username and Password in the appropriate fields, then click the Login button.

For users working with Internet 7 and earlier versions, complete the following steps to launch
the VPN software.

1. Click the AnyConnect icon in the menu and then click VPN Connect.

| Open AnyConnect
|

v Show Connection Motices
VPN Connect

About
Quit

The Cisco AnyConnect VPN window appears:

5 ——
s nvcornect |

Flease enter your username and password.,

Group:

Username:

Password:

2. Enter your Username and Password in the appropriate fields and then click OK.
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Known Issues and Resolutions

Known Issue 1 - The software loads on the computer but the vpn.karmanos.org site does appear within

the window: — =
% Cisco AnyConnect Secure Mobilityﬁie nt B |

When properly loaded, the VPN client login

box displays as the example seen here: VPN:
Connected to vpn.karmanos.org.

If the software fails to add the proper
site (vpn.karmanos.org) to the VPN client
login box it will display as the example

seen here:

To fix the issue, enter

vpn.karmanos.org into the available field,

then click Connect.

Known Issue 2 — You are connecting to the correct site but the connection is failing

This is an issue either with the home computer, home network, or the network you are connecting to.

NOTE: The following suggestions come with no support guarantees and are to be used at your own risk.
These suggestions are based on experience.

a. Home computer issues — empty temporary internet files, reset internet explorer, use Internet
Explorer to browse vpn.karmanos.org

b. Home Network issues — Shutdown and restart all home network hardware (DSL or Cable
modems and Wireless routers) restarting in the proper order

c. Other “outside” Network - If you are not at home and using a free wireless connection (for
example: Panera Bread’s wireless, McDonald’s) many if not all free WIFIs require you to accept a
usage agreement. This must be done before attempting to connect to VPN.

Known Issue 3 - You have successfully connected and see the Intrasource Page but are unable to

connect to the office computer using Remote Desktop.

a. You are using the incorrect IP or Computer name
b. The computer at the office is turned off or off the network
c. Someone else is currently logged into the computer using it
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